Application 
Server 



I 



108 



110 



Authentication 
Server 



Network 
Device 



100 



102 



I 



Network 
Device 



I 



Network 
Monitor 
Server 



Network 
Device 



104 




Target 
Network 
Device 



I 



106 



Client Node 
With User 
Interface 



116 



FIG. 1 



202 



216 



214 



MEMORY 



Client Application 



Mobile Agent 
Module 



Object-Oriented MIB Interface 



MIB Compiler 



MIB Map 



Native 
Variable 
Interface 



SNMP 
Stack 



Annotation 
Layer 



Virtual 
Machine 
Runtime 
Environ me 
nt 



RTOS^ 



217 



226 

224 

222 

221 
220 



218 
212 




204 



211 




206 



Network 
Communication 
Bort 



Loopback 
Address 



210 



Input-Output 
Ports 



FIG. 2 



# # 



c 



start 



302 



I 



3 



Receive Management Information 
Base Definitions For Network Device 



Hi 



304 



306 



Parse And Process IVIIB Definitions 
For Network Device 



Generate Object Oriented MIB 
Interface And MIB Map 
Corresponding To MIB Definitions 



J 



FIG. 3 




MIB Data 
Class 



402B 



404B 



Vendor 
Specific 
Class 




FIG. 4 



c 



start 



3 



Network Management Server 
Requests That A Network Device 
Load Operations Associated With A 
Task 



Network Device Accesses 
Application Server For Application 
Corresponding To Requested 
Process 



Application Server Locates 
Application And Transfers To 
Network Device 



Network Device Loads Application 
And Executes Requested Process 



Network Device Results Are 
Provided To Network Management 
Services 



FIG. 5 



Q 



3 jj! 
5^ H 



Start 



602 



I 



Receive Request For 
Network Parameters 

From Application 
Executing On 

Network Device 



612 



Send SNMP 
Request Througii 
Network Protocol 

("loopback" 
Address) Of Local 
Network Device 



614 



I 



Network Protocol On 
Local Network Device 
Converts Request 
Into SNMP Request 
For A Network 
Pa ramet er 



Access MIB 
Information For 
Requesting Local 
Network Device 



SNMP Stack 
Retrieves MIB 
Request 



I 



Results Returned To 
Application Executing 
On Local Network 
Device 



616 



618 

FIG. 6 



606 




Send SNMP 
Request For 
Network 
Parameters To 
Network Address 

Of Target 
Network Device 



608 



SNMP Stack On 
Target Network Device 
Retrieves Network 
Parameters 



610 



Results Returned To 
Application Executing 
On Local Network 
Device 



c 



End 



3 



226 



207 



Loop-back 
Address 



702 



MEMORY 



Client Application 



Mobile Agent 
Module 



Object-Oriented MIB Interface 



MIB Compiler 



MIB Map 



Native 
Variable 
Interface 



SNMP 
Stack 



Virtual 
Machine 
Runtime 
Environme 
nt 




224 
222 

221 
220 



218 



212 



710 \ ^ Secure 

Communication 
Link 



NMS 



Network 
Management 
Application 



706 



FIG. 7 



802 



804 



nil 

s 

5 ;•!: 



806 



start 



I 



Network Management Application 
Encrypts Network Management 
Commands And Transmits Over 
Network 



Client Application On Network 
Device Authenticates And 
Authorizes Network Management 
Application 



Client Application Decrypts Network 
Management Commands Received 
Over Network 



808 



Network Commands Are 
Transmitted To Local Network 
Device Through Loopback Address 



810 



Results Are Encrypted And 
Returned To Network Management 
Application 



c 



I 



End 



FIG. 8 



902 



Programmable Command Line Interface 
API (CLI/API) 



904 



Session Mgt Classes 



906 



Input-Output Classes 



Configuration Classes 



908 



Macro Generation 
Classes 



910 



912 



Other Classes 



FIG. 9 



1006 



□ 



SNJEN 
Device 



1—1 I I D K 



Terminal 



1008 



Serial connection 



RS-CLI 
Device 



Network connection 



1010 




1002 



JEN Device 



1004 




000 



FIG. 10 



c 



start 



1104 



-at: 

nJ 



□ 1114 



1102 



3 



Application Processes 
instructions To Control Target 
Network 



Does Target 
Network Device Receive 
Instructions Only Over 
Jerial Interface?^ 



1108 



Yes 



CLI-API Sends Instructions To 
RS-CLI Device 



No 



1106 



CLI-API Creates Corresponding 
CLI Commands In Response To 
Application Instructions 



1110 



RS-CLI Device Creates CLI 
Commands In Response To 
Application Instructions 



CLI-API Sends CLI Commands 
To Target Network Device Over 
Network Connection 



RS-CLI Device Sends CLI 
Commands To Target Network 
Device Over Serial Port 



1116 



1112 



1118 



CLI Commands > 
Target Netv 


\re Executed On 
vork Device 






Results Are Returned To 
Application 



00 



FIG. 11 



